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Dear Parents and Carers,

Yesterday we welcomed Megan Haldane, a cyber protection officer with Avon and Somerset
Police, to St John’s. Megan delivered a presentation to parents and then to the children in
Eagles Base.

Below are some key points that she shared; we hope that you will find them useful.
The Risks

Understanding Apps

e have alook at the apps your children are using and make sure that the content is
appropriate for them (this will be different for each child and their family)

e check the age ratings but be aware that the content may still be inappropriate, even if
your child is the minimum age (for example, Megan told us that apps rated suitable for
age 12 can contain some sexual content)

e rather than an outright “No” try explaining why the app is not suitable now and agree to
discuss it again in a few months

e many apps allow children to chat to people they don’t know, but this can often be
controlled in the privacy settings so have a look and see what each one offers

Social Media

e as with apps, rather than an outright “No” agree to revisit in a few months

e when you agree to a social media app, set up the parental controls together and explain
why you are putting these restrictions are in place (to keep your child and their personal
data safe)

e set clear ground rules eg that you will check their account every few days, that they do
not share passwords with friends

e help them to create strong passwords

Be aware that:
e Omegle — gives users links that take them straight to strangers for chat
e Snapchat — you can make sure “ghost mode” is enabled so that your child’s exact
location is hidden
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Sexting
e This is the sharing of explicit photographs and is increasing amongst primary school
aged children
e ltisillegal to take or send explicit photographs of a child and to store them on your
phone
¢ If you find anything concerning on your child’s phone, you should always contact the
police

Cyber Bullying

e 1in 5 school aged children say they have experienced cyber bullying

e 1in 4 said they did not tell anyone

e 70% of children said they went to school with the cyber bully — the internet makes
children accessible 24 hours a day, 7 days a week

e 57% of 12—-15-year-olds said they had experienced bullying via video games

e Megan recommended “keeping the lines of communication open at home” so that
children are confident to tell you if they are experiencing problems. She suggested
avoiding a blanket “You are not having your device anymore” as this may make children
secretive/less willing to confide

Money Muling
e This is the practice of asking someone to accept money into their bank account and then
pass it on to another account, keeping a small amount as a thank you
e |tis effectively money laundering and so illegal
e Currently 14-18 year olds are most at risk, but younger children and adults can also be
targeted

Tech Gifts
e Always check what a gadget does before giving it to a child — try it out or ask a friend!
e Beware of VR headsets as some can reveal explicit content if chat rooms are enabled

Mitigating the Threat
Although nothing is fool proof and children are increasingly tech-savvy, there are things we can
do to reduce the risk.

Network Providers
e Some offer parental controls
e You can filter domains to control what can be accessed
e You can set a safe search engine as the default

e Look at each privacy setting and lock down as much as possible

e Make sure that children know how to “mute and block” if they see or hear anything that
worries them and then that they must tell a trusted adult

e Monitoring apps are available, so children need to seek permission before downloading
anything

e Set screen time limits

e TikTok has good family and friends settings you can use

e Fortnite has good parental controls that children cannot easily change

e Roblox —for more advice see Roblox - a guide for parents - UK Safer Internet Centre
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Cyber Awareness
Make sure children understand what personal information actually is/what they should never
share. Megan explored this with the Eagles children.

Passwords
e Help children to select safe passwords — Megan suggested using three random words eg
HorseChairPotato (she modelled this with the Eagles children)
e Change passwords regularly (every few months)
e Use different passwords on each platform in case one becomes compromised
e Consider using a password protection app
e Use two factor authentication if it is available

Recommended resources

Homepage - UK Safer Internet Centre

Online quiz that checks children’s knowledge of online security - CyberSprinters - NCSC.GOV.UK

Social Media Checklists - UK Safer Internet Centre

Advice/support/conversation starters - Information, Advice and Support to Keep Children Safe
Online (internetmatters.org)

How-To Geek - We Explain Technology (howtogeek.com)

If you are a victim of cybercrime, you can report it and get support from National Cyber Security
Centre - NCSC.GOV.UK

Megan is in the process of creating a narrated PowerPoint covering this information. She will
make this available to us, most likely via a YouTube link, and we will share it with parents and
on our school website. Avon and Somerset Police are also starting a series of monthly webinars
next year and again, where these are relevant for school age children, we will advertise them to
our families.

If you have concerns about any aspect of online safety, the Safeguarding leads for our school
are Mr Doswell and Mrs Short. There is also further information and links on our school
website: Online Safety — St. John the Evangelist Church School (stjohnevangelistbwmat.org)

Thank you for taking time to read this letter. Together, we will continue to encourage our
children’s safe use of the internet and to report any concerns or worries to yourselves as
parents, and us as staff.

Kind regards

’

Nicola Short

Deputy Headteacher and Deputy Safeguarding Lead
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